E 3.11:

EKCHepTHH AOKJIQIN IO ITUCMEHA 3adBKA OT IbPKaBHU U OﬁIHI/IHCKI/I OpraHim u
HHCTUTYIIMH, KOUTO HE C€ 3alliIalllaT

o 3BeHo: (UMW ) UucTuTyT NO maTemaTnka U HpopmaTuka

e Twn Ha penHocTTa: [loknaa no nucmeHa 3asiBka

o 06xBat: [JbpkaBHW/OOLLMHCKM OPraHn/UHCTUTYLMK

o [leHocTTa € nnateHa: He
o [opuHa: 2025 + 2025
e Tun 3anucu: 3anucu, KOUTO BNIK3AT B OTYETA HA 3BEHOTO

Bpo#n ekcneptuan: 31

Bpoi ekcnepTh ot 3BeHOTO: 8

Bug Ha
Wme Ha Kbm
Ne eKkcnepTHata Wme Ha ekcnepTusata lopuHa
cnyxutens y MHCTUTYLUA
newiHocT
1 | bonues, Becenun | [oknag no nucmena | PeructpupaHa aBToMaTuanpaHa MpexoBa akTBHOCT kbM TCP nopTose 22 OAHC 2025
3asBKa (SSH) n 23 (Telnet) — 0606LLEHN AAHHM OT XBHUMOT HABMIOAEHUS (SIHY - OKT
2025)
2 | Bonyes, BecennH | [loknap no nucmeHa | OBoblyeH aHanns Ha HabnogasaHata Memcache akTMBHOCT Ypes XbHUMOT OAHC 2025
3asBKa MemPot (TCP nopt 11211) (sHy - okt 2025)
3 | Bonyes, BecennH | [loknap no nucmeHa | HabniogasaHa aktusHocT cpeldy PJL npuHTep (TCP nopt 9100) (sHy - okt 2025) | JAHC 2025
3asBKa
4 | BoHues, Becermn | Joknag no nucmeHa | AktueHocT no npotokona RDP ot IP agpecy, ¢ reonokauus Ha TeputopusitaHa | AAHC 2025
3asBKa Peny6nuka bunrapus (RDPHoneypot, TCP nopt 3389) (sHy - okt 2025)
5 | CraHoes, [Joknag no nucmena | O6o6LwaBaly goknag 3a HabntopaBaHaTa akTMBHOCT cpelly PostgreSQL OAHC 2025
BecenvH 3asBKka cbpsbpy (TCP nopt 5432) (sHy - okT 2025)
6 | CraHoes, [oknag no nucmeHa | MeceueH arpervpaly goknag 3a Memcache aktusHocT (MemPot, TCP nopt OAHC 2025
Becenun 3asBKka 11211) (sHy - okt 2025)
7 | CraHoes, [Joknag no nucmeHa | AktusHocT oT IP agpecy Ha Teputopusita Ha Penybnuka Bunrapus POP3Pot JAHC 2025
Becenun 3asBKka (TCP nopt 110) (sHy - okt 2025)
8 | CraHoes, [oknap no nucmeHa | MeceveH arperupaly, aoknag 3a POP3 aktusHoct (POP3Pot, TCP nopt 110) JAHC 2025
Becenun 3asBKka (aHy - okT 2025)
9 | MNonumuposa, [oknap no nucmeHa | PeructpupaHa MpesxoBa aktuHoCT kbM TCP nopt 5555 (ADB), npousxoxpawa | AAHC 2025
OumuTprHa 3asBKa ot IP agpecwu, ¢ reonokaums Ha Teputopusita Ha Penybnvka Bunrapus (sHy-okT
2025)
10 | Monumupoga, [oknag no nucmeHa | Meorpadhcko pasnpeaeneHie v koHUeHTpauus Ha POP3 aktueHoctta POP3Pot | JAHC 2025
OumuTprHa 3asBKa (TCP nopt 110) (aHy - okT 2025)
11 | Monumunposa, [oknag no nucmena | AktueHocT kbM FTP yenyra (TCP nopt 21), peructpupana ot IP agpecy Ha OAHC 2025
Oumutpuna 3asBKa TepuTopusiTa Ha Penybnuka Bbnrapust (sHy - okt 2025)
12 | Monumunposa, [oknap no nucmeHa | MeceveH arpervpaly, foknag 3a HabniogasaHata aktueHocT cpely MS-SQL OAHC 2025
OumntpuHa 3asBKa cbpebpu (TCP nopt 1433) (sHy - okt 2025)
13 | Monumuposa, [oknag no nucmena | Meorpadocko pasnpeaeneHne 1 KOHLEHTpaLus Ha atakuTe cpely MS-SQL OAHC 2025
OumntpuHa 3asBKa cbpebpu (TCP nopt 1433) (sHy - okt 2025)
14 | TMonumunposa, [oknag no nucmeHa | O606LLeH cTaTUCTUYECKM AOKNTAA 3@ aKTUBHOCTTa No npotokonia RDP OAHC 2025
OumutpuHa 3asBKka (RDPHoneypot, TCP nopt 3389) (sHy - okt 2025)
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15 | Hukonosa, Mapus | foknag no nucmena | AxtusHocT oT IP agpecu Ha Teputopusita Ha Penybnuka Bbunrapus cpewy MS- | AHC 2025
3asBKka SQL cbpebpy (TCP nopt 1433) (sHy-okT 2025)
16 | Hukonosa, Mapusi | [oknag no nucmeHa | O6o6LueHa cTaTucTuka 3a HabniogasaHata akTueHoCT cpeldy MS-SQL cbpebpy | JAHC 2025
3asBKa (TCP nopt 1433) (sHy - okt 2025)
17 | Hukonosa, Mapusi | [oknag no nucmeHa | 'eorpadcko pasnpepenenue Ha HabniogasaHata FTP aktueHocT (TCP nopt 21) | OAHC 2025
3asBKka (Hy - okT 2025)
18 | Hukonosa, Mapusi | [loknag no nucmeHa | MeceueH arpervpaly goknap 3a HabnioaasaHata aktusHocT cpeldy PostgreSQL | JAHC 2025
3asBka cbpBbpy (TCP nopt 5432) )sHy-okT 2025)
19 | Kopxabalues, [oknap no nucmera | MuneH obobluasaly aoknap 3a Habniogasasa FTP aktusHocT (TCP nopt 21) JAHC 2025
Masen 3asBKa (sHy - okT 2025)
20 | Komxabalues, [oknag no nucmena | AktueHocT oT IP agpecy Ha Teputopusita Ha Peny6nuka Bbnrapus kbm OAHC 2025
MNasen 3asBKa Memcache (MemPot, TCP nopt 11211 (sHy - okt 2025)
21 | Yxanes, Ceetnud | [loknap no nucmeHa | OBobuyeH aHanus Ha HabnogaeaHata IPP akTBHOCT Ypes XbHUNoT IPPHoney OAHC 2025
3asBKa (TCP nopt 631) (sHy - okT 2025)
22 | Yxanes, Ceetnmd | [loknap no nucmeHa | Meorpadicko pasnpeaeneHue 1 KOHLeHTpaums Ha Memcache akTueHocTTa OAHC 2025
3asBKa (MemPot, TCP nopt 11211) (sHy - okt 2025)
23 | TwpHaBcka, [oknag no nucmena | Feorpadpcko 1 MHGPACTPYKTYpHO pasnpegeneHue Ha RDP atakute OAHC 2025
Lisetomuna 3asBKa (RDPHoneypot, TCP nopt 3389) (aHy - okt 2025)
24 | TbpHaBscka, [oknap no nucmera | PeructpupaHa aBTomaTusvpaHa MpexoBa akTueHOCT kbM TCP nopt 5555 (ADB) | AAHC 2025
Lisetomuna 3asBKa — 0606LLEHN JaHHM OT XBHUMOT HabmtoaeHns (sHy - okT 2025)
25 | TwpHaBcka, [loknap no nucmera | Peructpupana Mpexosa aktueHocT kbM TCP nopt 9200 (Elasticsearch / ELK), [AHC 2025
LiBeTomuna 3asBKa npousxoxaalua ot IP agpecy, ¢ reonokams Ha Teputopusita Ha Penybnvka
Bvnrapus (sHy - okt 2025)
26 | TbpHaBcka, [oknap no nucmera | Meorpadbcko pasnpenenexue Ha peructpupaHata akTueHoCT kbM TCP nopt [AHC 2025
LiBeTomuna 3asBKka 9200 (Elasticsearch / ELK) — arpervpaHu gaHHu OT MeCeyHuTe cnpaskit (SHY -
okt 2025)
27 | TwpHaBcka, [loknaa no nucmera | MeceyHu arperpanu nokasaTenu 3a aktusHocTTa kbM TCP nopt 9200 JAHC 2025
Lisetomuna 3asBKka (Elasticsearch / ELK) - aHyapu—oktompu 2025 r. (sHy - okT 2025)
28 | Hukonos, Lleuko [oknap no nucmeHa | PeructpupaHa MpeskoBa aktueHocT kbM TCP nopt 9200 (Elasticsearch / ELK) - | AAHC 2025
3asBKa 0006LLEeHM AaHHM OT XBHUNOT HabntoaeHns (sHy - okT 2025)
29 | Hwkonos, Lieuko [oknap no nucmena | O6o6luaBaly aoknag 3a HabnioaasaHata akTMBHOCT cpelly PostgreSQL OAHC 2025
3asBKa cbpBbpy (TCP nopt 5432) (sHy - okt 2025)
30 | Hwkonos, Lieuko [oknag no nucmena | MbneH obobuasaly Aoknag 3a HabnogasaHata POP3 aktusHocT (TCP nopt OAHC 2025
3asBKa 110) (sHy - okt 2025)
31 | Hwkonos, Lieuko [oknaa no nucmena | Meorpadbcko pasnpenenexue Ha HabnogasaHaTa akTMBHOCT cpelly PostgreSQL | JAHC 2025
3asBKa cbpebpu (TCP nopt 5432) (sHy - okt 2025)
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